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Abstract

This document summarizes the activities regarding
the development of Responsible Al conducted by
the Knowledge Discovery and Data mining group
(KDD-Lab), a joint research group of the Institute
of Information Science and Technologies “Alessan-
dro Faedo” (ISTI) of the National Research Coun-
cil of Italy (CNR) and the Department of Computer
Science of the University of Pisa.

1 Introduction

Big Data typically describes different dimensions of the daily
social life and are the heart of a knowledge society, where the
understanding of complex social phenomena is sustained by
the knowledge extracted from the miners of big data across
the various social dimensions by using data mining, machine
learning and Al technologies. The worrying side of the story
is that this data also describes in detail some personal or even
sensitive aspects of our lives, thus, privacy leaks, security th-
reats or discriminatory events can occur when Big Data are
collected and processed. We are particularly aware of ethi-
cal issues related to the processing of personal data, and we
were precursors in the ethical management of personal data,
especially in the fields of privacy [Andrienko et al., 20091,
fairness [Hajian et al., 20121, and explainabilty [Guidotti et
al.,2018].

1.1 Lab Unit

The activity summarized in this paper is pursued by the Kno-
wledge Discovery and Data mining group (KDD-Lab), a
joint research group of the Institute of Information Science
and Technologies “Alessandro Faedo” (ISTI) of the Natio-
nal Research Council of Italy (CNR) and the Department of
Computer Science of the University of Pisa.

1.2 Researchers involved

The list of researchers of our KDD-Lab group (both Junior
and Senior, in alphabetical order) who are contributing in the
Responsible Al topic is composed of: Jose Manuel Alvarez,
Andrea Beretta, Isacco Beretta, Francesco Bodria, Giovan-
ni Camarda, Eleonora Cappuccio, Martina Cinquini, Danie-
le Fadda, Michele Fontana, Fosca Giannotti, Riccardo Gui-

dotti, Marta Marchiori Manerba, Carlo Metta, Anna Monrea-
le, Francesca Naretto, Cecilia Panigutti, Dino Pedreschi, Ro-
berto Pellungrini, Francesca Pratesi, Andrea Pugnana, Salva-
tore Rinzivillo, Salvatore Ruggieri, Mattia Setzu, Francesco
Spinnato, Laura State, and Franco Turini.

1.3 Projects

We are actively participating in several projects, having
ethical issues and solutions in Al as central topic:

¢ XAI - Science and technology for the eXplanation of
AI decision making', funded by the European Union’s
Horizon 2020 Excellent Science European Research
Council (ERC) programme under grant agreement No.
834756;

* SoBigData++ - European Integrated Infrastructu-
re for Social Mining and Big Data Analytics?, fun-
ded by the European Union’s Horizon 2020 research
and innovation programme under grant agreements No.
871042;

e TAILOR - Foundations of Trustworthy AI - Inte-
grating Reasoning, Learning and Optimization®, fun-
ded by the European Union’s Horizon 2020 programme
under grant agreement No. 952215;

» HumanE-AI-Net - HumanE AI Network*, funded by
the European Union’s Horizon 2020 programme under
grant agreement No. 761758;

* SAI - Social explainable Artificial Intelligence’, under
the EC CHIST-ERA program;

» LeADS - Legality Attentive Data Scientists®, fun-
ded by the European Union’s Marie Sktodowska-Curie
programme under grant agreement No. 956562;

* NoBIAS - Artificial Intelligence without Bias’, fun-
ded by European Union’s Horizon 2020 research and in-
novation programme under the Marie Sktodowska-Curie
grant agreement No. 860630.

"https://xai-project.eu/

Zhttps://plusplus.sobigdata.eu/
3https://tailor-network.eu/
*https://www.humane-ai.eu/
Shttps://www.sai-project.eu/
Shttps://www.lider-lab.it/test/leads/
"https://nobias-project.eu/



1.4 Organization of the paper

In the following Section, we will describe, for each main
scientific themes we are pursuing related to responsible Al,
the work that has been carried out from all the people listed
in Section 1.2 in the recent years, with particular focus on the
European projects where we are involved (Section 1.3), and
summarize the open challenges and possible future work.

2 Research Activities

Big Data analytics and Al are not necessarily enemies of
Ethics. Sometimes many practical and impactful services ba-
sed on Big Data analytics and machine learning (ML) can be
designed in such a way that the quality of results can coexist
with fairness, privacy protection, and transparency.

The KDD Lab has been pursuing these objectives since
early 2000’s, working on the goal to develop technological
frameworks for countering the threats of undesirable, unla-
wful effects, which might derive from the use of data-driven
technological systems.

The overall scientific objective regarding the Responsible
Al is to develop the scientific foundations for Trustworthy
Al Trustworthy Al is high on both the political and scientific
agenda for Al (cf. the report of the High-Level Expert Group
on Al [High Level Expert Group, 2019]), and it is conside-
red one of the hallmarks of Al made in Europe. Developing
trustworthy Al requires all of artificial intelligence to work
in sync. The technological foundations for Al are learning,
reasoning and optimisation, but they do not work seamles-
sly together, as they were developed independently. There-
fore, realizing trustworthy Al is not possible without tightly
integrating learning, reasoning and optimisation.

We especially focus on four ethical dimensions (Explai-
nability, Fairness, Accountability, and Privacy), and on the
intertwining aspects that bound these dimensions. In the fol-
lowing, we will briefly outline, for each dimension, our main
goals, the ongoing activities, and the open challenges that we
are going to face in the projects listed in Section 1.3. Howe-
ver, for all the activities regarding these topic, we also: (/)
engage the scientific community, e.g., organizing inclusive
events® or special issues on leading journals’, to foster col-
laborations and the cross-contamination; (2) develop focused
solutions to two target research problems with links to mo-
dels and formalisms studied by the foundational themes; (3)
generalize these solutions into reusable Al techniques, and
guidelines for standardized processes.

2.1 Respect for privacy

The main goal of the scientific research on privacy are explo-
re novel privacy-preserving solutions that guarantee to achie-
ve both privacy (i.e., not revealing any personal or sensitive
information about individuals or companies whose data are
referring to) and utility of the implemented service.

For this aim, we:

8https://sites.google.com/view/tailorwp3/meetingsworkshops/open-
wp3-meeting-02092021

Special  Issue on  Ethics, Law and Responsi-
ble Al at journal Ethics and Information Technology,
https://www.springer.com/journal/10676/

* Have been explored the potentiality of privacy-by-
design paradigm in designing and developing technolo-
gical frameworks to counter the threats of undesirable,
unlawful effects of privacy violation, without obstruc-
ting the knowledge discovery opportunities of social mi-
ning and big data analytical technologies, by inscribing
privacy protection into the knowledge discovery process
by design. We applied this principle in different appli-
cations, such as mobility data analytics [Monreale et al.,
2014] or call activities [Pratesi et al., 2020].

* Have been developed privacy risk assessment metho-
dologies for systematically evaluating the risk of re-
identification of all the individuals in a certain dataset
[Pratesi ef al., 2018]. This framework can be applied
when it is not totally clear what kind of information is
owned by a malicious third party, and it has been te-
sted in different settings with different kinds of data,
such as mobility data [Pratesi et al., 2018] and retail data
[Pellungrini et al., 2018].

* Have been extended the previous framework, allowing
to obtain a prediction of the actual individual privacy ri-
sk for previously unseen individuals, i.e., not belonging
to the starting dataset [Pellungrini et al., 2017].

Beside privacy is one of the first human rights that has been
considered in legal frameworks, and a lot of work has been
done in the scientific literature, there is still the need to inve-
stigate new methodologies and approaches for: (a) defining
formally and detecting automatically privacy risks raised by
Al systems handling different kinds of personal data; (b) de-
signing data anonymization algorithms that are robust to so-
phisticated attacks; (c) designing Al algorithms that respect
by design privacy constraints; (d) investigating existing mea-
sures (or creating new ones) to evaluate the privacy risk of
novel or unusual kinds of data, especially with respect to the
interplay with other ethical dimensions (see below).

2.2 Explainable Al for decision making

So far, the usage of black boxes in Al and ML processes
implied the possibility of inadvertently making wrong deci-
sions, for example due to a systematic bias in training data
collection. The main goal of this research theme is to focus
on the urgent open challenge of how to construct meaning-
ful explanations of opaque AI/ML systems in the context of
Al based decision making, aiming at empowering individual
against undesired effects of automated decision making, im-
plementing the “right of explanation”, helping people make
better decisions preserving (and expand) human autonomy.
For this aim, we defined different research lines and we have
been achieving the following results:

* Defining algorithms for the inference of local explana-
tions for revealing the decision rationale for a specific
case, developing novel algorithms such as: (a) an algo-
rithm for local explanation that produces local explana-
tion in the form of factual and counterfactual logic ru-
les [Guidotti et al., 2019]; (b) a method that moves the
generation of explanations into a latent space to produce
exemplars and counter-exemplars [Guidotti et al., 2020].



» Exploring languages for expressing explanations, in
terms of both expressive logic rules (with statistical and
causal interpretation) and models that capture the detai-
led data generation behind specific deep learning mo-
dels. We designed a framework that composes rules that
represent local explanations into a global explanation
by merging theories, a form of logical meta-reasoning
[Setzu et al., 2021].

* Investigating the creation of a common ground for re-
searchers working on explanation from different do-
mains. We developed a platform consisting of two parts:
(i) a software library that integrates a wide set of expla-
nation methods; (ii) a dedicated visual interface to let
the user to interact with the explanation. We survey Ex-
planation methods focusing on benchmarking [Bodria er
al.,2021].

In this field, we will aim to pushing forward the research

(i.e., proposing new Explainability methods) in both direc-
tions: (a) developing post-hoc explanation that given an opa-
que ML model (black box) aims to reconstruct its logic, and
(b) driving towards transparent-by-design models that are ex-
plainable on their own. This must be done having the accu-
racy and interpretability trade-off in mind, trying to achieve
both results.
Finally, we need to explore what is still missing: for example,
a formalism for explanations, but also standards and metrics
to quantify the grade of comprehensibility of an explanation
for humans. Those standards need to take into account the re-
search results from the HCI, DataVis, and Cognitive Sciences
communities.

2.3 Fairness, equity and justice by-design

ML models can amplify existing bias coded in data or intro-
duce new forms of bias [Ntoutsi ez al., 2020], resulting in un-
fair decisions in legal or ethical sense. In particular, Al-based
systems may produce decisions or have impacts that are di-
scriminatory or unfair, and this is specially true when Al is
deployed in complex socio-technical systems.

There are essentially two lines of research, in this field:

* One consists in auditing Al systems for discrimina-
tion/segregation discovery, by investigating how deci-
sions vary among social groups that differ w.r.t. sensi-
tive variables [Ntoutsi ef al., 2020]. We have been mo-
stly focused on this first line, analyzing the problems of
discrimination discovery [Luong et al., 2016] and segre-
gation discoveries [Baroni e Ruggieri, 2018], and also
providing tools for detecting these kinds of bias [Baroni
e Ruggieri, 2019].

¢ The other line of research embeds the fairness value in
the design of AI/ML models (fairness-by-design).

However, mis-representation in the data and how to address
it is still under-investigated in the scientific community. Au-
diting Al-based systems is essential to discover cases of di-
scrimination and to understand the reasons behind them and
possible consequences (e.g., segregation). Methods for audi-
ting Al-based systems for discrimination discovery typically
investigate how decisions vary between social groups that dif-
fer w.r.t. sensitive variables. The perils of correlation analysis

(for example, understanding causal influences among varia-
bles as a fundamental tool for dealing with bias) have been
pointed out only recently.

The objective of equity can be also achieved by embedding
the fairness value in the design of such systems (fairness-by-
design) and by upholding that value (justice). A systema-
tic approach that investigates how to build Al systems that
respect by design fairness constraints for a variety of tasks
such as classification, recommendation, resource allocation
or matching is missing.

2.4 Accountability:

Accountability regards the governance of the design, deve-
lopment, and deployment of algorithmic systems, which ta-
kes into consideration all stakeholders and interactions with
socio-technical systems. Specifically, we need to introdu-
ce and study techniques for data collection and analysis and
processing that:

* Acknowledge the systemic bias and discrimination that
may be present in datasets and models.

» Formalize fairness objectives based on notions from the
social sciences, law, and humanistic studies.

* Build socio-technical systems incorporating these in-
sights to minimize harm on historically disadvantaged
communities and empower them.

¢ Introduce methods for decision validation, correction
and participation in co-designing algorithmic systems.

It is also needed to define scientific and methodological mea-
sures, quality standards and procedures to better model the
development process of learning methods.

2.5 Trustworthy Al as a whole

Last but not least, we also studied potential tensions but al-
so synergies among these ethical dimensions. In particular,
accuracy is a goal which is usually in contrast with all the
ethical dimensions, i.e., there exist accuracy vs. fairness, ac-
curacy vs. explainability, and accuracy vs. privacy trade-offs.
We have been exploring the bounds between privacy and ex-
plainability [Naretto et al., 2020], but also between explaiabi-
lity and fairness [Ruggieri et al., 2020; Panigutti ef al., 2021].
Finally, we develop an ethico-legal framework for responsi-
ble data science [Forgé et al., 2020] and we promote general
aspects such as digital ecosystem of trust and data altruism
[van den Hoven et al., 2021].

In addition, a goal that we would like to pursue is also
to build Reference Datasets, which may boost both research
along the dimensions above and their combinations (or par-
tial combination), and may allow to compare the various pro-
posed solutions among them. Reference datasets may also
act as benchmarks, together with evaluation criteria, to assess
whether proposed Al systems are Trustworthy or not.
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