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Abstract

We present here the main research topics and ac-
tivities on security, safety, and robustness of ma-
chine learning models that we have investigated in
the last 15 years at the Pattern Recognition and
Applications (PRA) Laboratory of the University
of Cagliari. Our findings have significantly con-
tributed not only to identify and characterize vul-
nerability of such models to adversarial examples
and training data poisoning attacks in the context
of real-world applications, but also to the develop-
ment of more trustworthy artificial intelligence and
machine learning algorithms.

1 Research Group

The Pattern Recognition and Applications (PRA) Laboratory
was founded in 1996. The PRALab has been active for more
than 20 years at the University of Cagliari. Its mission is
to address fundamental issues for the development of future
pattern recognition systems in the context of real applications,
focused on creating secure systems for security applications,
as reflected by our motto:

there is nothing more practical than a good theory,
by Kurt Lewin.

Our activities can be categorized into four highly-
interdependent lines:(i) development of theories to solve
problems of fundamental research, including multiple clas-
sifier systems (our original expertise) and adversarial ma-
chine learning; (ii) application of these theories to solve prac-
tical problems, in the research domains of computer vision
for video surveillance and ambient intelligence, computer se-
curity, biometrics, document and multimedia categorization;
(iii) testing and validation of the proposed solutions on real-
world data (in-vivo experiments); and (iv) development of
prototypes and demonstrators, through which the results of
basic research are translated into functional products.

In 2015, some members of the PRA Lab decided to found
the company Pluribus One (https://www.pluribus-one.it/), as
a spinoff of the research laboratory. Pluribus One is now a
well-developed, research-intensive company that designs in-
novative products and services based on Al technologies for

data-driven business and cybersecurity applications, includ-
ing protection of web services and endpoint devices.

The PRALab team working on AI/ML security, safety, and
robustness consists of nine people, including the lab direc-
tor (Prof. Fabio Roli), two assistant professors (Dr. Bat-
tista Biggio and Dr. Ambra Demontis), three post-doctoral
researchers, and three more Ph.D. students. Our team has pro-
vided pioneering contributions in the area of AI/ML security,
being the first to demonstrate gradient-based evasion [1] (also
known as adversarial examples) and poisoning attacks [4],
and how to mitigate them, playing a leading role in the estab-
lishment and advancement of this research field [6].

2 Research Topics

Recent progress in AI/ML technologies has reported impres-
sive performances in different tasks. This advancement has
paved the way for their use in mission-critical applications
like autonomous driving and cybersecurity. Unfortunately, it
has been shown that AI/ML technologies are vulnerable to
well-crafted attacks performed by skilled attackers. Under-
standing the security properties of learning algorithms and
designing suitable countermeasures against attacks has thus
become a timely, relevant, and challenging research field. Our
mission is to develop Al technologies that are the strongest
link in the security chain and not the weakest one.

2.1 Attacks on Machine Learning

The key to understanding the security properties of AI/ML
technologies is to model the threats that can be perpetrated
against them, simulate the corresponding attacks, and assess
the security properties of the system in these scenarios [6].
The threat model should be devised ad-hoc for the system
under design and is application-specific. Because deepen-
ing on the considered application, the attacker can face dif-
ferent costs and have diverse constraints when manipulat-
ing the system or the data. For example, as shown in Fig-
ure 1, attacks on AI/ML models can be staged both at test
and at training time. In our research, we start from a gen-
eral categorization of attacks on AI/ML models, which is
detailed in [6] and compactly reported in Figure 2, and use
it to envision and design potential attacks on various appli-
cation domains, including robot vision [20], malware detec-
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Figure 1: Conceptual representation of test time (evasion) and train-
ing time (poisoning) attacks. Evasion attacks slightly manipulate
the system inputs to enforce their misclassification. Poisoning at-
tacks manipulate the training data to cause errors at test time.

tion in Windows programs [16] and Android applications [13;
14], and biometric recognition [2; 3].

Evasion Attacks. In this scenario, the attackers modify
the samples to have them misclassified. For example, they
slightly manipulate malware to have them misclassified as
legitimate applications. Our researchers were the first to
show that some popular classification algorithms like Sup-
port Vector Machines and Neural Networks [1] and feature
selection algorithms are vulnerable to this attack [28]. Sim-
ulating an evasion attack can present different challenges de-
pending on the considered technology and application. One
of these challenges is to construct malware able to evade de-
tection. It is challenging because by modifying the malware,
the attacker might compromise their malicious functionali-
ties. Our researchers developed evasion algorithms able to
construct malware that evade the target system while pre-
serving all their functionalities [13; 17; 10; 11]. Another
challenge is that evasion attacks might be computationally
costly depending on the considered scenario. In [24] our re-
searchers have shown that their computational time can be
reduced while obtaining comparable performance. Attackers
often do not know all the details regarding the target systems.
However, our researchers have shown that effective attacks
can also be developed in this challenging scenario [14; 10;
11]. Notably, these attacks have shown to be effective also on
anti-virus solutions hosted at VirusTotal.

Poisoning Attacks. AI/ML technologies are often re-trained
during the operative phase to consider changes in the data
distribution. In this scenario, an attacker can compromise the
training data injecting samples specifically devised to com-
promise the learning process, making the classifier unable to
classify samples at test time correctly. Our researchers have
been the first to show that the Support Vector Machines [4], as
well as neural networks [21], feature selection methods [27]
and clustering algorithms [5] can be compromised by this at-
tack. The main challenge regarding poisoning attacks is that
computing them requires solving a computationally costly
problem. Nevertheless, our researchers have shown that it
is possible to find approximate solutions with a comparable
effectiveness [21; 8].

Other Attacks. We have been investigating also other attacks

on AI/ML models, including backdoor poisoning [7] and re-
programming [29].

2.2 Evaluating Adversarial Robustness

One of the main open problems regarding the security of
AI/ML technology is how to evaluate their security effi-
ciently. Different methods that should be able to formally
verify the robustness of these technologies have been pro-
posed. However, unfortunately, they can be applied only
to a pretty limited set of AI/ML technologies. These tech-
nologies are thus usually evaluated empirically, simulating
an attacker’s presence, as explained before. However, these
empirical evaluations are often not correctly conducted [6]
and this leads to overestimating the robustness of the con-
sidered system: the system seems robust only because the
attack fails. Our researchers are developing methodologies
and debugging tools that can be used to improve current ap-
proaches for empirical security evaluations, with the goal of
making them more reliable (e.g., by properly tuning the at-
tack hyperparameters, identify the presence of gradient ob-
fuscation hindering the attack optimization process, etc.) [23;
22].

2.3 Improving Adversarial Robustness

We have followed different lines of research to improve the
robustness of AI/ML technologies against both evasion and
poisoning attacks. The first consists of increasing the margin
in input space, which can be done with different techniques,
including adversarial training [25; 18], and regularization [15;
12; 13; 14]. And the second consists of detecting the input
samples modified by the attacker [20; 26; 9; 18; 19].

3 Projects

Our research activities are carried out in the framework of
regional, national, and European projects funded by public
as well as private initiatives. We had more than twenty-
five projects founded between 2012 and 2020. The full list
is available at http://pralab.diee.unica.it/en/Projects. Six of
them were founded by the European Commission, and two of
them were coordinated by the PRALab. Overall, we received
3 million euros of funding, whose the European Commission
provided half. The annual turnover is around four hundred
thousand euros.
We have different ongoing projects on Al security:

1. 2020-2022 - PRIN 2017 RexLearn: "Reliable and Ex-
plainable Machine Learning," funded by the Italian
Ministry of Education, University and Research (grant
n0.2017TWNMH?2). This project aims to develop novel
learning paradigms, able to take reliable and explainable
decisions, and to assess and mitigate the security risks
associated with potential misuses of machine learning.

2. 2020-2023 - FFG COMET Module S3AI: "Security and
Safety for Shared Artificial Intelligence,” funded by
BMK, BMDW, and the Province of Upper Austria in
the frame of the COMET Programme managed by the
Austrian Research Promotion Agency FFG. This project
aims to provide the foundations required to build secure
and safe shared artificial intelligence systems.
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Figure 2: Attacks on machine learning models, as categorized in [6].

Some other relevant projects are listed in the following:

¢ 2017-2019 - Research and Innovation Action LETS-
CROWD: “Law Enforcement agencies human factor
methods and Toolkit for the Security and protection of
CROWDs in mass gatherings”. Call: H2020 - SEC-07-
FCT-2016-2017. Grant Agreement H2020/N.740466.

L]

2015-2018 — Innovation Action DOGANA: “aDvanced
sOcial enGineering And vulNerability Assessment
Framework”. Call: H2020 — DS 2014-1. Grant Agree-
ment H2020/N.653618.

2014-2016 — CSA CyberROAD: “Development of the
Cybercrime and Cyberterrorism Research Roadmap”.
Call: FP7 — SEC 2013.2.5-1. Grant Agreement FP7-
SEC-2013/N.607642.

2014-2016 - ILLBuster, “Buster of ILLegal Contents
spread by malicious computer networks”. DGHOME
- ISEC, Prevention of and Fight Against Crime. Grant
Agreement: HOME/2012/ISEC/AG/4000004360.

2013-2015 - MAVEN: “Management and Authenticity
Verification of Multimedia Contents”. Call: FP7-SME-
2013-1. Grant Agreement FP7-SME-2013-1/N.606058.

4 Developed Tools

As explained in the previous section, correctly evaluating
the robustness of AI/ML technologies might be challenging.
Our researchers have developed different tools that help to
perform security evaluation!. These tools include SecML,
a Python library that allows assessing the security evalua-
tion of AI/ML technologies against evasion and poisoning
attacks, and an extension of this library, called SecML Mal-
ware ad-hoc for Windows malware. For each of them, they
have released a tool that allows running security the evalu-
ations through a graphical interface: PandaVision, and Tou-
canStrike. Furthermore, our researchers have released a tool
that allows evaluating is an attack is or not effective in the
considered scenario®.

"https://github.com/pralab
*https://github.com/pralab/IndicatorsOf AttackFailure

5 Challenges and Perspectives

While research is quickly progressing in AI/ML Security,
companies are working on automating the development and
operations of ML models (MLOps), without focusing too
much on ML security-related issues. In this respect, a rel-
evant challenge for the future will be to extend the current
MLOps paradigm to also encompass ML security (towards
implementing what we refer to as MLSecOps). To this end,
we plan to incorporate research on security testing, protec-
tion and monitoring of AI/ML models into the MLOps de-
velopment cycle. In particular, we plan to extend our re-
search towards: (i) developing and improving attacks (includ-
ing evasion, poisoning and privacy threats) for making secu-
rity testing and validation of AI/ML models more efficient
and available for a wider set of application domains; (ii) de-
signing improved defenses with robustness guarantees to pro-
tect AI/ML models not only against such attacks but also to
enable reliable classification when out-of-distribution data is
provided as input; and (iii) designing methods that allow for
constantly monitoring if a deployed model is attacked during
operation, enabling prompt reaction when needed. We firmly
believe that integrating these dimensions into an MLSecOps
cycle will definitely help software engineers and developers
to seamlessly deploy and maintain more secure, reliable, and
trustworthy AI/ML models in practice.
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